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1 LSA F & (5 & 25 5= i i, B
1.1 #H®R

LSA EABMRA A X BN AEEFRL, EHAEETER, FNEFRRAFESEK, WwEERR, BHE,
R, B ngrﬂ*ﬂb—'ﬁ%ﬁ WHRERFDAGEFARTEE T FROFEF, RERAIHE, EXREEA
Z o LR PR #EAT R & 4P A Bl K 5

%‘*)’Lﬁﬁ’;{%ﬂﬂéﬂ/\ﬁ ZR-EXHMERENERSE, FREBIBBAZRMAERNNERIH, BHE
ETIMELA ¥ RER. CREVEEMEERA PoE 77X, BEMAELELE P68 [F# %X

HmMEZ, LSA FRBNEREE M RRMBINERREAE T, AFNERENTAEAE, Tk

BE. LSA ZTZxMmER, AT %P,

HARBE T & FR T, F1719 LSA F #4% & 2 L # W35 http://jomitek.dk/en/support/Isa

1.2 FhRBEEN]]
1. bERBEEINEHWE LW PoE X#4l. FE DHCP % B4 LSA & 8 & K28 IP Hiit,

2. B EE BH W% DHCP R B0 E F s 42 B &S A Jomitek & & & L % 5 K 9 2 15 K& 42 B2 ey
IP 3k, Jomitek & & fL & T H M I A
http://jomitek.dk/en/downloads/tools/.

3. EAZ IP #iat, @it Web W E & HELAF RE.

1.3 MNE&FEMREXHE

LSA #f 24 RJ45 UAMEHZF TRMEAEIE, LSA BT &4 4 PoE /R 2 KEm k& dte, wE
Bl 3 LUK & KA 24V 8% 48V H i iR,

LEREEEEREE, TURLEN Web FE, IEC 60870-5-104 #i, FTP = Telnet % 7 3% il 4 Putty #4T
VilEl. Mo Web R 4#ET 5 T &, kR SCADA &M F &, it JSON-queries K BUF & & TR A
FEEHIRFREE

HREBVTUBRAREFHBELE, REIINREETED, FETURZZRERENETED . ZEFREL
ERBLHEFETAR ﬁ@i(@%lﬁﬁ”f%?ﬁ&fi%%f&) URBERTH . RERMED. REEFTRLMZAMR
ERecohEFEERERE BBt

2 %/ I——'/I:L‘

R LSA Bl MERBEMALEE, BAFAATRE, RS R £ E &R B 7 e LE RN, HHN
Eéﬁﬂt%ﬁffﬁﬁﬁc%m %/E{ R E] 2 RS A f&%&%k%%i&& BEEHES, REERUANBAATHE
@&,

WER, FRELWUANED (FRELFHL) LRI LAR L REHELIERERENSFH#FR IP6S HLLK
e diss. BRABRT, FREWVRES 4 M ERECRBEINTFORUE, TUEEREA 4 KE 6 KWEHE
HEMTEERE. WARK, FRETELTUREILR 6 KL EEHZH.

R — M ERy ZRER DA M6 Bk E Ak, SRABKEREL, ReBEANW—F. RE—
frA iz x T REAFARMERN M6 BABaEA M6 B ERERE TR GEEXLBERLTE A2 R A4
BAFWESR), WEZXANEERBZEXTFRMREONIRRFEE, WRAEHZRE LM

LR kR KL, ZNERKERE (éﬁ}ﬂ%ﬁw&%ﬁ) TR A B ok R B B A A oR BT B AR R
EKHE R ZE. ?%Xzi%%A%é’Mi‘}ﬂx Sikaflex 2911, ¥ A 86 REH K MWFENEHR. FTEANRKRE
H BN 5 KA ] 1 B A% 5E

AT HEEAERNEHENRE, NEEANNRAR#TREE. FAEREREH,, 45 B3
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2.1 ZEEEEIN

LSA ol R B RN E (A& F R AR BHERE R AL &7 A4 89837 ok 24T W% DLREBE B
AT R REFERBHEKE, WERERDEREMAWHMTH. —BRY, AEREAE20 EXEEERTE
D50 ERATFHERECEN, WEFAZS, R % %A LM

AFRERARNER R, FRATH2BIMCTRAATHER B2 RENR, ZEHBAFTRTEER
Wrs, SLED EXMERT, wRERBELZREEINCEREN, HEREMEKFREEN T o5&
Mo HEL KA 45 B E 55 B2 [H, FRRWEENEWHF AN ERE. AR A E R R E 8 4
MAKKERLETERELERN 044 5. Flw, ITEEXRBZLEGEMNEEREA 6 RAEH, b UWEREZR
MENZERE - AFEALAMIRELBRRELNSE K 264 K, ZZRUEMTEF KB AHFM.

U

Bl 1 RAVEHEEERE, Hr-EN T RELEEFOHZNEREY, cENERELZRME,

2.2 HIE

£ R 2% & PoE (IEEE 802.3) ftH#, HX# PoE #rEM EWE A BRI SSER. AXFEARELE, HE2LE @)
REBERBET 2 K&, BENFETL 3.84W-6.49W,

W R R TR B PoE IR, NFE AN 24/48V HR BB, WHEBELFBLUARNLEN, F£AEX B 3]
i 4/5 (DC Hii +) A5 7/8 (DC Hi-) B S B & B84 ¥ M Jomitek 171,

WER, TRENBEERRRREN TR, UARENNEHECIKEMAEEZD 2 peri AR RE, WX
THEX—nE, FHERANEE R ERERTEAYICTE T RRNEHKE. Jomitek IR F £ 0
B UREERENFTENTEWERE (UPS), W™ LKA F =7 UPS 4 s % 4h ﬂﬁ%/}?fﬁ%fi%o Zid
BEFEMAER, FEIE, Y LA FalhNERBERTEN 2 KL &, FHHEENT

ﬂA’J LSA FrREMNFERENTUAEFERGETHEE ML AERNE T, ZRSERBELAAUKF N L T 2
X, BIM 5 S8, EASREGE Tl . AXMERLT, FRBJMTUERLE (31 1 W5 2, 58 3 5
i 6) REBRMEA L (BIH 4 M5l 7)) g, BRHEE SR ERRABRT I ERAS POE R #AEHE
FREEA A LEEKX B, 8%, CRECEHEASESZ ML MER PoE X B #HewERLT, FEH
PRV LB LI . Jomitek EWAFREEATAEDE, UHAXHEIBEINERZRITE,

IR R % 1500V BB A ESSERERT THERE.
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802.3af Standards A and B from the power sourcing equipment perspective
1000 (1 gigabit) mode B, | 1000 (1 gigabit) mode A,

10/100 mode B,

10/100 mode A,

Pins at switch T568A color T568B color ] . .
DC on spares | mixed DC & data DC & bi-data DC & bi-data

] |

Pin 1 } : - : Rx + Rx + DC + TXRX A+ TXRx A+ DC +
White/green stripe | White/orange stripe

Pin 2 —— i L i Rx — Rx - DC + TxRx A - TxRx A - DC +
Green solid Orange solid

Pin 3 E_ i E_ i X+ Tx + DC - TxRx B+ TxRx B + DC —
White/orange stripe | White/green stripe

Pin 4 DC+ Unused TxRx C + DC+ TxRx C +
Blue solid Blue solid

Pin 5 - - i DC + Unused TxRx C - DC + TxRx C -
White/blue stripe White/blue stripe

Pin & b i LB Tx - T - DC - TxRx B - TxRx B - DC -
Orange solid Green solid

Pin 7 E_ i E_ DC - Unused TxRx D+ DC — TxRx D +
White/brown stripe | White/brown stripe

Fin 8 ) DC - Unused TxRx D - DC — TXRXxD -
Brown solid Brown solid

& 2: PoE IEEES02.3 #r% A #1 B. K F % JEF: https://en.wikipedia.org/wiki/Power over Ethernet

2.3

B o S R A R
fE % LSA % %1

BEyw e —F, RAVEIEDA P MR — TRIN =% TR R 5. R Jomitek & R Ak M X £
2 BUAT 2 s, e (@)

PR R e g E— N OV B, BWE ST A8 Ov m i — A R E R R LT FICREE
REXRAEE, WEKEMEERNFa. WY OER, Bite &R IFER S 8T KT B K EKT,

FHAk TR ERAE—ARIET/REE. BT AERAH LED IT. LR AT EHE AR BT RUTATE

T R B R
B Jomitek F Hfio B A A 2 ik AR ot IR BT IR -

o W (@) Fr, BEEMRFLAEBEHRESE LSA WIELF.
o IFWEFFA, 44 LED JT4£E, HHMELLE LED TR, %€ LED )J=, anhZ i+ L ERE 524

TR

o H-TOEHRAPATIR, ZHEE BRI E B89 filoF 2T
o KA REI XK. .

o I LSA iCEKM kW - XHATIAEANALGRE, WA TFERIXERRNESEEAAL, XNALEH
A4 £ % T Modbus TCP 2% IEC-60870-5-104 @B E A ZKERLEFLE. HEE, FREZHREZ/L
TR LH, EFEAESEIHFNERETFESFAR G A T8,
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B 3. B oR & AR SAKE T LSA FAKIE & 77 DUE Ao U o o

3 FHHEENAHENE

3.1 ZEEE

ERTYEEME, AreeaRtRng BN al. S TREMNRA LBy E, EEREFLZNTI TL, @
THENERREZWRIHRITLEER, EIJH:W%WJM% 115 M4 AR A

0 R B 2 A TGS S R MY REY . Jomitek LSA B ok Ui A R B DL IMHy # H A 55 28 5030 s 1l 0
ERA KN EN R TN RE., YEEEFAAE, HEME BN T e RERNE, #REH4
KA e BT R 1 R, B B AR A e h S A

3.2 FHEHEK

LERBENZEEERABERTHFA REWEMEN, L1 MHz 2 BRICRTENE L BRI FF . LHEF
FICEFENTFRETE, EREEAKEATEAE, HHHXAREH. 2B FFRENCTNTEE
BB FEHOECRR, AFEE way BAWXHEF. RESBAFHAEEHMUEIIHF.

ERBHREESHA:
o R, WEEMT KA TZ.
o HKEIATIE. FRITREMNELIEEERERN 10%mE| 0% TR E. ME LA ps WD
o EE. ERERKTHRAEZ. M kA /us it.
o REM, FHWANEEE, WEELY C,
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o BfIltEE. W E#ALA kJ/Ohm.
o kAR, EHMA
B 1] R A SR A X S BT LA BN Web RE S #EE FTP EF R T,

3.3 MEME

ERERANNELEZW, SAEEERBRARE T RERNNETEMELAR RS H, A RARATHIN
EWHERAFREFRERAEL R RS ERN, XLESHEHE:

o height [m]: MEF R HEHETE) BTN RS E.
o sensor_mount height m|: FRFZKEFH THESETFENEE.
o radius [m]: KALEFHF4E
Besh, P UAECE T S Bl R P XTI B oK
o trigger_level [kA]: & B IMAEA TAEL LM, ICFKF BB FH A ELAE,
o time_series_length [ms]: & ZIDFKWE B FFF| 9K E, UED AL, 73 E 100 £ 1000 24,

» charge_integration_threshold: ##E EAE T it H LR H MLk &4 E0, K F B [ 57 Mo it A
RAHREREAF. ZRA ZEFTER. EEENRAEF T2 B RNEERAE, LE&FEe
B

4 HERE A

4.1 #HEHHETFEF RTOS

Jomitek LSA & & I £ R 2 A A B4 4% % 120Mhz B ARM Cortex MAF #ALEE %, a3 (E £ % (RTOS)
HERATESHEXE, THEELEN, NEEABAMAFPFXEHNAEZRELIT.

HAEEFERANESHTUEA TN EGEFECRALESN, NTRIEELE R THE Rk t,

LSA B E#FEEST Lua ABE S AT %, Z|EXHFHTEEXRBIRNEREHXTAHARNEFTLE. N
THABHYTBRANRENILE, TS ZHEN, RE, EHRESHTERMA 24, WHEELFER, K
WEE A Jomitek #ATH A2 2 # &1t

4.2 XHAES%

LSA R BEANE FAT BXi SD £, ATHFMEZAMEHKE. ZLEHEECHE Lua BAM Web REBZAEFR R
A, UURERE Xt . WAV XH#E KB B F7E M HEX . SD T EFHEZE N 8GB, EALZHIE
MTRGEFRGEERBRRANKEA FICRNEE, IEENZEETEATTEHCRBEELE <IMB WEFES
8] (Eéﬁé’ﬂﬁ)g, a‘ﬁ%@/‘*?ﬁ AGB W HEH#EATHEURETFFEHLKE, bt 2, NEHEENAEZ DT UFHSEL
4000 K FH IR TE

o 0:/root - WA AHEME KWRE K. SEM root AP CRIREEAF) BFa, WLLEL FTP F &
Lo =i

e 0:/root/service- HHAFHEER, BEMASHAFAEANTFE K, YEAFF EZH 8 FTP tk 7 (B
INHK P LR service) B KAY, T LA FTP F7 Mt B &,

e 0:/root/service/conf - R4 E E %,

e 0:/root/service/log - %4t * HEH XK.

e 0:/root/service/software_update - M TErEERRGEHES4SCE K,
e 3:/root/service/data - M EHKIE, W WAV ¥ KX #yet 8 R FmE 4 HE,
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5 Web i@
5.1 R4

Web FHE@HF W RH g, wEBFR, HET.

tab menu T F B F & B F i,
main content area T ERFHEAZ.
page context menu Al T 54 AENTFEHIWRE, TEMATERLAALEE,

notification area I P BEFMANEHEERFE RN E. RIAEAULARENIHHTF, EARTESHE
20 M EEFHEE, WA FHKA,

I3 Power sensor

Tab menu
Explorer view Device location Cable configuration Phase identification

. !I3+ &0mm - Serial #541, MAC: 00-50-C2-BA-13-37, operating @ 48°C, FW version: 7325 Maln cuntent area

I+ [ Reset and special functions

- [ Settings

- T Identity

- T Device state

- I Recorded events

= Download measurement snapshots
:---aView measurement snapshots

.. @ Live measurements

Page context menu

Select an element from the tree menu to edit

No element selected =select editable element=

Notification area
Device time updated to 2016-03-18T10:28:47 1142 X

] 4: Web 5 I A~ 5 A H 419 & B
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52 THHE

5.2.1 HKEZEZNE

Explorer view WE A ARE A B AL HERBLRE, N E. FrE R@AMEEAEFEHHET, TUE
BER R,

EREREFFH—NEFHEFE, page context menu ¥ B RE FZWNE, WRNETHRE, £RM AFTAEE, 7
DL X ¥ F Save value A H#THF.

REGEEAY, RERRANT REENFATHR e WEE, FAXHETROEE, ¥REFMERAZHE TR
Heyhhsx, AEERISKRENERLT, ZEBHENITRENCAESF.

main folder (TMHEAF) REAECRBEREAR S, @& /INETEREFFREH, REXKRHUTEHKILEK:
ZE conf/zdentzty conf’ HH’type’ Fi'serial number’, 5%k R G F # MAC o1k Fn ] 7 — /\3% IS RPN
BAREE. SRTAAEABEER L, R TN TR E SmetE (GMT) B e L

Reset options B —NEE F X &1%4. YEREFTEH BN FS(ER, /E—\Tiﬁé‘é\/z?ilfﬁﬁm%ﬁ F# H Web
EPmRESCEHANEFMETT. R ERBAFLE, FEFMETE, F0ERE, EEFEF P HUA RS
IRIEH

Settings 5 & B & L% &1’ conf/settings.conf’ B F & X HHEEFR. EAET Web BN EH K A E A conf’
BXRFEH. 28, —LS5EWEHFFTELEMLEA 2K XK 5 Identity 77 Device state, &5 Lua(ER
fl# A’CONFIG) # W HE LA, Hib, ETERMSHLHRFRA “=87, FRAMBERFF XHFH
HAZ, Lun BEERFHEABCREET —REF MR EAERBRENT L.

HER, Settings EXFWASHSHARI B TR ERT TR SH LN RBAEALELER, ¥ TAEAEH
fEHZXF WL 5%, BROUEWL, ERFEAURET Web WEHEHN By ERBES XN RIEXH, £
it conf/description.csv’ B FE, BAXE .csv’ BF (Flam, "conf/iec104__analogue.csv’) # TEC104 HHE & F B A
9 Q:H
database T H XA £ Lua HEREX T —LEHmHAMTARE.
Isa T H X @& %FRE—RF WA 2 EE LT

o alarm_relay RN Z|EFEH, MR GMERERBEEETHRE.

o calibration 1/ & LR EF HK.

o measurement 5F BN A BT HANRESS, YN AL ECRONEFNKE, BIAMERRA
18 % 1000 ms.

o tower ZRAERBERNA X ENAME LA RO SHEA. TESHHRTHUTEELROERER,
EhARAAERIESH A RRIEEERETRERERE.

iec104 Z 7| 1 AT IEC 60870-5-104 N B EWHT A EE 54, @#F A THIITE A5 H KA 2 X e,

logging "R THALERIREREINRGHINSHMET . £ LEHL FTP #/log. — K #H, TFE
FREURE,

tepip Rt 2 T 1F A dhcp BIE T . BRIAME dhep W E 4 trueo. IP Fo W 5 3t ik Ao F W 36 AL b 75 4L 2 X (XA dhep

= false BWEA) . FER, WERKEEENITEFHIATEHIR, TR E R conf/panic.ip’ B F F & X H TP
Mg, wRXLEME, FHEFUTERLLE: dhcp=false, gateway=192.168.135.100, ipv4=192.168.135.18,
subnet=255.255.255.0. 7= DHCP # X T, R Lk %2 DHCP R4 %, FREWK BE IP & H 169.254.1.0
% 169.254.254.255 W #4748, IP 36 E 5 RFC 3927 % 2.1 FITHE.

Bt X% &£ time H X #.

& web FHIEHENT Web REBEAHR DT (BRINA™ 807 ), WA TEEMER XN ERZ: ()LLW%b%
 (’boolean’, ’integer’, "float’, string’, ’ipv4’) B9 & RS H1E, VLR (b) RAT LR £S5 A 05 B #18 SUAR.

Identity EH X @4 A ELffFEREN G LHAER. ZEHXFHAEMRBENE £ K. SHEHF address(I¥
A AE), city(B ), zip(#F4R), state (EIXK), name (% F) # description (fLE#R) 1E 4 L E TR XA name
(4F) TUR— AN R EIWEFHESFER, description (L EHR) 7 X £ iy '%?)%&Tﬁ*ﬂ/ﬁ HAAR L. M
S, (LB WGS84'< S > < BF > THEBA KRB ZMLE. T4 number(F75) BRE AL Jomitek ¥
HILEEFF S, AP W B R#TER X, EXMHERLT, HER, RERF R LT IR E 5 T E— W
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MAC #ist, wRE=, MWHEBFHHEAETRENTFEIERENATREENRERB S K. TUEABR
X B R

5.2.2 R&EM

Device location TE AL LAME L B R ERECKAMEBME, LA L HHEBEFIFCRRELE LR,
—HHARICKEEREME, FLLEE#EE Save coordinates FH page context menu 1% 4 A5 47 (L B AL AT
WAL E LA T # I Identity/wgs84__coordinate F B F F 8 Explorer view 8% E#HATRE .

Explorer view Device location Cable configuration Phase identification

Address: -address-, -zip code-, -city-, -country and/or state-

T

BOWSE W L owme ol %

oy 3 / AL N S L /1
: v S SPEQRI R ki L [55.819127,12.493086]

a y 229 ;
%_. -?.?.i & ?vf__-:._.- 0 : _.E‘.T__ ) ] /‘ﬁa. |
P ol ?:*’i};-fﬁ‘ ?;' - g
- . L A el W ; - |
==\ [/ - A
=L S 220 [ . ; . / gel
Rudegérd wh o, W ulta M
e £ L4 | o '
v/ E
e ) 1
L J o Qi ) ':‘\? =} 1
" ™ 229 R L ﬁ i
IERL w5 TR, : b P
?-'F'\. ?-?-'I ! Averad % ° y _‘ff%'- - |'r_!:
g T L L
W g Y i e L Fonmn
=/ W grké_s“'&oveq.? ' -
| ae® Y .ﬁw N
) e _.__-..?¢ e
Sallerad iy . R
5o L A
g Sollerad .
B o) L o OpenStrectilag contributons.

Click on map to place new device location marker

Marker location 55819127 12.493086

B 5: Device location ¥R AN FEEEE, L TFRENFTFICHMLE

6 IEC-60870-5-104 Bt &

IEC 60870-5-104 (ML T#E % “IEC 104” 2 “104”) N A E WM B & B ENEREFHE SCADA A4
KLY IEC 104 Bl 5 —HERE R L. TCP /IP AR THERELHW T £4%. 54, 104 W ZHE
MREEFHEREHRF. — 104 Z /% EHE2 IANA 2 BH TCP 3 & 2404,

EREXFAPNEENREANRERE. TUETEAMREARRBHER, CEHTFARE, AHE, FiiF
KEEHAFREAZEEN 44, FRELCELEE BT HA IEC 104 4+ Z XA L, JE T RE
RAERENE L.

[ f settings.conf B HH) “iec104” o THRE 104 W HE. XLRENE SCADA & F 3 & L 3Lk
BEILE, FELTFE IEC ok, FTETEE IEC 104 iREFHE 9 &, —1 104 B 2t K LR ERER,
EfERE T R XS HNMAE W & 0.
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Setting Meaning Default
t1 Time-out of send or test APDUs. 16
t2 Time-out for acknowledges in case of no data messages, t2<t1. 11
t3 Time-out for sending test frames in case of a long idle state. 21

k Maximum difference receive sequence number to send state variable. 8

w Latest acknowledge after receive w I format APDUs. 12
common__address | IEC 104 address of sensor. 1
background_ scan | Interval in seconds between transmission of digital data points. 1800
cyclic Interval in seconds between transmission of analogue data points. 600
scan Data change scan interval in milliseconds for sending event-triggered data. | 500
clock_ validity Time-tagged client commands validity period in seconds. 600
redundancy Max number of redundant connections as defined by IEC 104. 2

Table 1: TEC-104 parameters.

ERENIHA =AY K4 H.csv XU RBAERENITNELIE N IEC 104 5 7 55 7 77 F K IE 2. LA X
¥ & W Excel X A& X W csv XM, B AT EIE B AT 00 B A E 4O Al T Excel X . Excel X8 =AT 1
%k, BNER—Acsv X, KRR K "iecl04_analogue', "iec104_digital" F1"iec104_commands', € 1E X T
3| IEC 104 Hh X s AE L Fn 2 F Il E B 4. "iec104 analogue" F& 4 E TR B,

A B C D E F G H |
1 |address type data interrogation spontaneous cyclic absmin absmax rel desc
2 1000 M_ME_TF_1 section.rms_current global TRUE TRUE 10 100 10 RMS current [A]
3 1001 M_ME_TF_1 section.rms_vaoltage global TRUE TRUE 10 1000 10 RMS voltage [kV]
4 1002 M_ME_TF_1 section.power_factor global TRUE TRUE 10 100 10 Power factor [-1;1]
5 1003 M_ME_TF_1 section.rms_apparent_power global TRUE TRUE 10 100/ 10 Apparent power | 5] [kWA]
6 1004 M_ME_TF_1 section.rms_reactive_power global TRUE TRUE 10 100 10 Reactive power Q [kVAr]
7 1005 M_ME_TF_1|section.rms_real_power lglobal TRUE TRUE 10 100 10 Real power P [kW]

Kl 6: iec104_analogue.

EE Eus
o address ER#IE A4k, [1-65535].
« type IEC 104 (A (%L IEC 60870-5-104 % 9 EH EH LT %),
o data WHEIEREL E LK.
o interrogation IL#E ST BHIE WA, ¥ 4 'global" = "groupX", H % X B E 4 [1-16],
o spontaneous W#{E A E E XA, NEE N True,
o cyclic W EHI X A HEENE, EXEN True.
o absmin X B AHE LR RN B R MEEE, XA THEAEHFEERRE I TMEMLZHELR.
o absmax ft & B A HE LR A LT R UHEE.
o rel AR B AWK FEENESEUNE 2o Flw, NTFEH 500 #HEKERLKE rel = 10, W2 450
= 550 fk &t i
o desc HE A BB EEHR . ZHLRKFE Web REFHITEETR,
wE Ao @, B~ absmin,absmax & rel B H1H.
"iec104_digital' X F N IZHKFE A B R EN True, UHREEMEUL LR, HEMLEAHEEH. Hi,

"iec104_digital" T{E &k £ & X absmin, absmax X rel 7|, M4}, "iecl04 digital" & ¥ & D& F K 28 "cyclic”
7| & # % "background'. "cyclic' F1"background" F|F TAEME B FE K0, v ATE T E E 5 R AL &

W, EREZFHA IEC 104 44, FHVUATREFEAACASHGEREXEREFWEMEE. KT,
BEBMLAFHTERELHFNEATI, TEALEFE IEC 104 44 . Excel X% F #"iec104 commands" T 1%
BHIEAMUBAHBINTT E,
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5

Jomitek IEC 104 Transmission Thresholds
Example: Abs min =5, abs max = 100, relative % = 10

120

I Absolute max (100) I
100 -

80

~

60

40 ! Slope: rel/100%
/ I Absolute min (5 I

Minimum difference before transmission

20

0 50 100 150 200 250 300 350 400 450 500 550 600 650 700 750 800 850 900 950 1000 1050 1100
Measured value

Bl 7: absmin, absmax and rel.

BT IEC 104 #hil (£ TCP/IP, # % LF U T A Wireshark™ & 57 £ # F 89,

6.1 i ja B

YR AFHENHE, CREGHUTEFTEREEZSH (1000 EVWIERFE 12 44), TEERTUET HEH
BEMTTEE. 2 1LEB

Lightning Sensor Advanced =
Explorer view Device location Events
EventID Time stamp Current peak Risetime Charge Detail
e00002 2018-03-12T14:16:05.649 (UTC+0:00)  -3.51kA 3.38us 3.13C Graph / File
e00001 2018-03-12T14:16:02.439 (UTC+0:00)  -3.43kA 3.21us 3.04C Graph / File

Bl 8 EHEHFEMNT

1https ://www.wireshark.org/
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X H IEC 104 MAWBIRE P o Rk L N ERBEREHICENETEHS, AP TUREBEGHSRERNE &
=M, FUUER Web 0 5@ 1T ftp 5t WebDAV BB Z R E4 H A XHAE B R BB HE.

FHATE UL UNIX B AR X, £ 32 &%, i T#E IEC 104 A4 R e 16 1‘1%% BT LA B 8] 7 i 2 B
NFEF, —NEEF, %—4%%%0 EENIEC 104 L E#W.csv XHEFHE T X — &,

B [ [S [ D | E [ FT 6 [ H [r[ s | K

| 1 |address type data interrogation spontaneous |cyclic absmin absmax rel iinterval desc
| 2 | 1000 M_ME_TF_1 measurements.charge global true true 0 0 0 0The charge released in the lightning, in C
| 3 | 1001M ME TF 1 measurements.current peak  global true true 0 0 0 0 The maximum absolute current of the lightning, in kA
| 4 1002 M _ME TF 1 measurements rise time global true true 0| 0 0 0/The rise time from 10% to 90% of the peak current, in microseconds
| 5 | 1003 M_ME_TF_1 measurements.specific_energy global true true 0| 0 0 0 The specific energy released in the lightning, in kJ/Ohm

[ 1004 M_ME_TE_1 measurements.polarity global true true 0 0 0 0/The polarity of the lightning event, 1=positive. -1=negative
IL 1005 M _ME TE 1 measurements alarm state global true true 0| 0 0 0 The alarm state, 1=active (alarm), O=inactive (alarm cleared)
| 8 | 1006 M_ME_TE_1 measurements event id global true true 0| 0 0 0 Reference ID for the discharge event
| 9 | 1007 M_BO_TB_1 measurements.unix_s_HWORD global true true 0| 0 0 0/Unix time 16 high bits of 32 bit integer
| 10 | 1008 M_BO _TB_1 measurements.unix s LWORD global true true 0 0 0 0/Unix time 16 low bits of 32 bit integer

11
K

Bl 9: CSV U A& = X

T IEC 104 F AT —a e 4 A, &R 4wl AR, EAFF, &FriEE 24 23206 5+ <3 H 5AA6,
KT A 35749 (+# 4D = 8BAS (+x#t 4D, & 4&— & 32 L+~ #t % & 5AA68BAS, % T+ 3t #]4 1,520,864,165.

[ 1EC104 Client Simulator - Untitled

Main  Help

[pdd ieat] [ Delete Client 13-03-2018 10:15:18

- Simulator Simulator IEC104 CLIENT_1 Data_Objects_1 Traffic_1 Log_1

v TEC104_CLIENT 1
ilog_1 Start Communication | Stop Communication Server Status - Connected

5o | Common Address | Event Report Type1d | 10A |- - Value - -|  quality bits Timestamp IECB70 COT Cause | Control Model | 5BO TimeOut | Kind of Parameter - KPA
1 1 M_ME_NC_1 1000 3.130000 [ 5115113 13/ 3/2018 report SPONT STATUS ONLY |0 PARAVETER_NONE
2 |1 M_ME_NC_1 1001 -3.510000 @ §:15:13 13/ 3/2018 report SFONT STATUS_ONLY D PARAMETER_NONE
3 |1 M_ME_NC_1 1002 3.330000 @ 9:15:13 13/ 3/2018 report SPONT STATUS_ONLY |0 PARANETER_NONE
4 |1 ™M_BO_NA_1 1003 23206 = 101158 13/ 3/2018 assu INROGEN STATUS ONLY D PARAVETER_NONE
5 |1 M_BO_NA_1 1004 35749 @ 10:11:58 13/ 3/2018 assu INROGEN STATUS_ONLY |0 PARANETER_NONE
6 |1 1M_ME_NE_1 1005 0 = 9115113 13/ 3/2018 report SPONT STATUS ONLY D PARAVETER_NONE
7 |t M_ME_NB_1 1006 2 @ §:15:13 13/ 3/2018 report SFONT STATUS_ONLY D PARAMETER_NONE
s |1 M_ME_NC_1 1003 5.490000 e §:15:13 13/ 3/2018 report SPONT STATUS ONLY |0 PARAVETER_NONE
s |1 M_ME_NB_1 1004 -1 @ §:15:13 13/ 3/2018 report SFONT STATUS_ONLY D PARAMETER_NONE
0 |1 M_BO_NA_1 1007 (23206 ieD 9:15:13 13/ 3/2018 report SPONT STATUS_ONLY |0 PARANETER_NONE
u |1 ™M _BO_NA_1 1008 35799 @ 9115113 13/ 3/2018 report SPONT STATUS ONLY D PARAVETER_NONE

K 10: & a4 R

T —A UNIX Bt E&F AKX 3#F 5, 0 http : //www.onlineconversion.com /unizsime.htm % R 40
THR, 5E BT HREAT A N % T4 E

#l Online Conversion - Unix time X

@ .onlineconversion.com/unix_time.htm e @ 1y

ot

Monday March 12, 2018 | Home | Search | FAQ | Mes: Forum | What's New | C

Welcome to OnlineConversion.com BookMark Us
Unix Time Conversion o

Convert Unix timestamp to Readable Date/time Quick Links:

(based on seconds since standard epoch of 1/1/1970)
UNIX TimeStamp: | 1520864165 Check out our Conversion Software for

Windows.
Submit | Reset
[Mon, 12 Mar 2018 14:16:05 GMT |

Can't find something?

K 11: UNIX |8 % #
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7 MODBUS &

£ 4 13 TEC60870-5-104 ¥ #HATHEZ &R # £, £RE 4 H ModbusTCP BRI, #HAK 0 TUERK
2\ F i E X

@R Ef i F #3 | MODBUS 78 %
Software version Number 0-65535 | 0 4 (read)

Serial number Number 0-65535 | 1 4 (read)

Alarm status Boolean (1=alarm) | 0-1 100 | 4 (read), 6 (write)
Event count Number 1-65535 | 1000 | 4 (read)

Latest peak current kA 0-500 1001 | 4 (read)

Latest rise time usec 1-65535 | 1002 | 4 (read)

Latest charge C 1-65535 | 1003 | 4 (read)

Latest specific energy kJ/Ohm 1-65535 | 1004 | 4 (read)

Latest time stamp, HW Unix time 0-65535 | 1005 | 4 (read)

Latest time stamp, LW Unix time 0-65535 | 1006 | 4 (read)

Latest maximum current derivative | kA /usec 0-65535 | 1007 | 4 (read)

Latest polarity 1=pos., -1=neg. -1to1l | 1008 | 4 (read)

Table 2: MODBUS Hi it %

HUEE M A A 0x4341 (+H#EI% 17217) B M 100, T AR EE S
A *x UNIX B & B @B US4 EH 6.

8 54
8.1 WAV Xt

10 KA R L 09 BT A B 18] 7 53088 S T7 6 7 WAV XU (XY R4 owav) . WAV XU R T8 fn &
FEgEBA, TREERFITHRE, FEAEBXEEEEEMEE R, REHEQHERETEM AR E U
B % A0 8] 7 5B 2 HE

BRMEHEXRE (BE, BR%), HH, HARFWEMTREEFEEFTHET.
BAEMARREL, EF LR TR ZRE A AMEAWE L5 R,V [ https://en.wikipedia.org/wiki/ WAV

9 Bl fFAnEr B

9.1 3l FmEFF

B R ER, EREXH K 0:/root/service/software_update £ EFH R EH LA E M E%E X2
FE.

o MEEH M (software.tar.gz) Ao X REMEL D, T AMARER R A%, TR EH
L, ORRE U R G LR B T .

o BIMFEH XM (image.bin) 2 Z#F XM, EF@EBTHERERETF N REARNKRAL M.

YEP—NRGEH X, EUXHERE, AXHAZCEFE 0:/root BX, HEATRRMG/XHRACERE
REFHBENER,

YR —ANEHESE X, 5l FmEAEFHE T checksum file (checksum.txt) X &L FAE. F UM CHA
THIFEHEGNTER, R ITENRBAERLEWY, WEREFRES, BHL #4425 20 E
#. MABBREXZRREF B, NIZREHEHET,

Bl R B SRR, RABSEESHE—FHRAHARE, WEHED Lua BAS|EFf Web RE5%. WE, RETIE
B ARk,

WEARBAAN, BEFE 2-5 24,
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9.2 EHAX
ERB WA E RS BIHAT AR I

1. M\ http://jomitek.dk/downloads/device software update | & m#1 /&K EH X, Z N HHEEE R
N, B P 4: jomitek , T jomitek.

2. B FTP U EHESERE. A 4: service, T servicel234
3. BT R E#H L software.tar.gz, £ /service/software_update H F.
4. BT Web RHEHF BN ERE, FHEFNBEFI B3 8AEH.

HREBGEH B, WHEMEFERER.

10 HHAF R\
10.1 Telnet #4475 &

MTEREFFERES, TUELFER Telnet ARG AT R B S ERBHT AR E, BT EHRE
Telnet & F & # 2] TCP 3% 0 23 EHE RS IP #uhb ki E b 0. EPFEAFIEN Putty?, HI £FEFH.

HERAETE Putty B2 A Implicit CR in every LEF’ #’Implicit LF in every CR’,
YRR ER, #EILA Telnet 435 F # N\ help’ B B R Telnet 447 % .

PuTTY Configuration PuTTY Configuration

=R Session | Basic options for your PuTTY session | | Options controlling the teminal emulation |

L.cglging Specify the destination you wart to connect to Set various terminal options
E-T“K::buard Host Name (or IP address) Port [¥] Auto wrap mode initially on
- Bell 152.168.135.27 23 [ DEC Origin Mode inittially on
- Features Connection type: i i Features :> Implicit CRin every LF
indow ()Raw (@ Telnet () Rlogin ()SSH () Seral E!-Window ¢| Implicit LF in every CR.
Appearance X Appearance Use background colour to erase screen
- Behaviour Load, save :.:r delete a stored session . Behaviour [ Enmble biirking text
Translation Saved Sessions i Translation et e
- Selection 13 Telnet i i-Selection FuTTY
;" Colours Default Settings el i Colours
- Connecton A — & Comeston R E——
- Data = ... Data Local echo:
- Prosgy - Prowy @) Auto () Force on () Force off
- Telnet Delete - Telnet o - . -
- Local line editing:
4 ;{J;a\n j E.;Elm (@) Auto () Force on () Force off
- Serial e T - Serial Remote-controlled printing
(O Aways (O MNever (@) Only on clean exit Printer to send ANSI printer output to:
v
About Open Cancel About Open Cancel
~ pain
K 12: Putty Telnet & & Kl 13: Putty Telnet &% Bt &
2http://www.putty.org/
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192.168.135.27 - PUTTY

& 14: Telnet 4 A AT A

10.2 FTP Xttt o

FLLE T FTP ¥ TCP 37 2 21 LiFEEREN NI FM. E/ FTP &/ w25 (Flar, FileZilla®) , H1{#
F BRI\ B M BB, BRIAF P 4 service , BRIANTH: servicel23 .

&G, BTHHE=AH%.
o conf FTHFREXHIMA.
o software_update /A T L #H 1 F 37 X .
o log ATHRERGKESMHI It

Shttps://filezilla-project.org/
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service@192.168.135.39 - FileZilla = B
File Edit View Transfer Server Bookmarks Help

TRIIEIEEEEERAYI T AR,
Host: Username: Password: | sssensssene | Port: | 21 | | Cuickconnect ||Z|

Status: Retrieving directory listing... ~
Status: Directory listing of "/ successful
Status: Retrieving directory listing of " firmware"...
Status: Directory listing of "/firmware" successful
Status: Retrieving directory listing of "/"...
Status: Directory listing of "/ successful
v
Local site: v | Remote site: | / v
A - i3t ~ | B ¥ 7
o filesys e |y conf
B~ o include L firmware
L lib W i | log
Filename Filesize Filetype Last modified
b il =
1 filesys File folder 22-05-2015 16:44:30 tename
. include File folder 22-05-2015 16:44:34 'E
L lib File folder 22-05-2015 16:45:14 Ji conf
& o File folder 22-05-2015 16:45:14 1 firmware
[@E] cleanfolder.bat 169 Windows Ba... 20-05-2015 14:06:06 Hleg
reatetar.bat 37 Windows Ba... 20-05-2015 14:09:45
Elﬁlesys.tar 1.740.800 TARFile 22-05-2015 16:45:38
_ lua_startup.log 78 Teut Docum.. 22-05-2015 16:535:21
< >
4files and 4 directories. Total size: 1.741.084 bytes 3 directories
Server/Local file Direction Remote file Size Priority  Status

—I Queued files l Failed transfers l Successful transfers ]

m Cueue: empty LR ]
Bl 15: #3f FileZilla FTP & & 3 i £ 1% R &
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